NHO®OPMALIMOHHASA ITAMATKA IS OBYUYAIOIIIUXCA

C Ka>XAbIM I'OJOM MOJIOACKU B UHTCPHETC CTAHOBUTLCA 60JII>H_IC, a MIKOJIbHUKW OJHU U3 CaMbIX
aKTUBHBIX TOJIb30BaTesel Pynera. Mexay TemM, HOMHUMO OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTE,
HHTCPHCT HCCCT U HpOGHGMLI. DTa maMsaTKa JOJI2)KHa ITIOMOYb T66€ 6630H3CHO HaxXo4UuThCA B CCTH.

KomnbroTepHbie BUPYCHI

KoMIibtoTepHbIii BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOIPaMM, OTIINYUTEIBHOM
0COOEHHOCTBHIO KOTOPOH SIBJISIETCSI CTIOCOOHOCTh K pa3MHOXKEHUIO. B JjomonHenue K 3TomMy, BUPYChI
MOTYT MOBPEIUTH WIH MOJHOCTHIO YHUUTOXKHUTH BCE (PaiiiIbl M JaHHbIE, TOAKOHTPOJIbHbIE
MOJIb30BATENI0, OT UMEHH KOTOPOro ObLIa 3aIyllieHa 3apakeHHasi Iporpamma, a TakyKe MOBPEIUTh
WIN 1a)Ke YHUYTOXKUTH ONEPAIIMOHHYIO CUCTEMY CO BceMH (aiiamu B 1iesioM. B OonbIinHCTBE
CJIy4aeB pacIpOCTPAHSIOTCS BUPYCHI YEPE3 UHTEPHET.

MeTonb! 321U THI OT BPEAOHOCHBIX IPOrPaMM:

1. Wcnionb3yit COBpEMEHHBIE ONEPAITMOHHBIE CUCTEMbI, UMEIOIINE CEPHE3HBIN YPOBEHD 3aIIUThHI
OT BPEJIOHOCHBIX MPOrPaAMM;

2. TlocTosiHHO ycTaHaBIMBaK maryu (UG POBBIC 3aIIaTKHA, KOTOPHIE aBTOMATHYECKH
YCTaHABIUBAIOTCS C IENBI0 JOPAOOTKH MIPOrpaMMBbI) U IPyrrue OOHOBICHUS CBOCH
OTiepaliMOHHOM cucTeMbl. CKaunBai MX TOJIBKO ¢ O(UIIMAIBHOTO caiTa pazpadorunka OC.
Ecnu cymiecTByeT pexxuM aBTOMaTHIECKOTO OOHOBIICHUS, BKIIIOUH €T0;

3. Pabotaii Ha CBOEM KOMITBIOTEPE IO/ MPAaBaMH ITOJIH30BATEIIS, a HE aJJMUHUCTpATOpa. JTO HE
MO3BOJIUT OOJIBITUHCTBY BPEIOHOCHBIX TPOrPaMM UHCTAILTUPOBATHCS HA TBOEM
MEPCOHATBHOM KOMIBIOTEPE;

4. Vicnonb3yit aHTUBUPYCHBIE TPOTrPAMMHBIE MPOIYKThI U3BECTHBIX TPOU3BOIUTENEH, C

aBTOMATHYECKHUM OOHOBJICHHEM 0a3;

Orpanunub pU3NUECKUil TOCTYI K KOMITBIOTEPY I TOCTOPOHHUX JIUII;

6. Mcnonp3yil BHENTHUE HOCUTENN HH(OpMAITNH, TaKue Kak (ielnka, TUCK win (ait u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX NCTOUYHUKOB;

7. He oTKpbIBaii KOMIIbIOTEpHBIE (haiyIbl, TOJYICHHBIC U3 HEHAIC)KHBIX HCTOYHHUKOB. Jlaxke Te
(aiinbl, KOTOpbIE MpHCIal TBOM 3HAKOMBI. JlydIlle yTouyHH y Hero, OTIPAaBIIsUI I OH TeOe
uX.

N

Cern WI-FI

Wi-Fi - 310 He BHI nIepenayu TaHHBIX, HE TEXHOJIOTHS, a BCETo JuIllh Openy, mapka. Eme B 1991
roly HUZepIaH/ACKas KoMmaHus 3apeructpuposaina opens "WECA", uto 0603Ha4ano
cinoBocodetanue "Wireless Fidelity", kotoperit nepeBoauTcs Kak "OecrpoBOIHAS TOYHOCTS".

Jlo Hamero BpeMeHH Jionuia apyras abopeBuarypa, KOTopas SBJseTCs TaKoH ke TeXHOJIOTHeH. ITo
abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO TaHO C HAMEKOM Ha CTaHIAPT BBICIIEH 3BYKOBOM
texuuku Hi-Fi, uto B mepeBojie 03Ha4yaeT "BbICOKAsi TOUHOCTH".

Ja, 6ecruiaTHBIN HHTEPHET-I0CTYII B Kade, OTENSIX U adpOoIropTax SIBISETCSI OTIIMYHON
BO3MO)KHOCTBIO BBIXO/Ia B MHTEpHET. HO MHOTHE AKCTIEpTHI CUUTAIOT, YTO o0menocTynabie Wi-Fi
CETH HE SABISIOTCS O€30MaCHBIMHU.

CoBeTbl 110 0e30nacHOCTH pad0THI B 001Ie10CTYNHBIX ceTax Wi-fi:

1. He mepenasaii cBoro quuHyto HHGOpMaIuio yepes oomenoctymnasie Wi-Fi cetn. Paboras B
HUX, KCIIATCJIbHO HC BBOAUTD MMAPOJIN JOCTYIIA, JIOTHHBI U KAKHUC-TO HOMEPA,
2. Vcnonw3yit 1 OOHOBIISIH aHTUBHUPYCHBIE TPOTrpaMMBbI U OpaHaMayep. Tem cambIM Th



o0e3omacuilb cedst OT 3aKadKy BUpPYyCca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otxmroun pynkmmro "OO6muit qocTy K ¢aitiam u nmpuaTepam'.
JlaHHas QyHKIMS 3aKpbITa [0 YMOJIYAHUIO, OTHAKO HEKOTOPHIE MOIb30BATENN AKTUBUPYIOT
ee Ui ynoOCTBa UCTIONB30BaHUS B padoTe UIH yueoe;

4. He ucnons3yii myomuunsiii WI-FI 115 mepenaun TMUHBIX JaHHBIX, HATIPUMED IS BBIXO/IA B
COlLIMaJIbHbIE CETH UJTU B DJIEKTPOHHYIO MOUTY;

5. Hcnone3yii Tonbko 3anuieHHoe coeaunenue yepe3 HTTPS, a e HTTP, T.e. npu HaGope
BeO-aapeca BBoau uMeHHO "https://";

6. B mo6unsHOM Tenedone otkimoun ¢pynkuuio "llonkmouenne k Wi-Fi aBromarnuecku". He
JIOTTyCKal aBTOMAaTUYECKOT0 MOAKIIOUEHHs yCcTpoicTBa K ceTsiM Wi-Fi1 6e3 TBoero coracusi.

CoumnajnHble CeTH

COI_[I/IaJ'IBHI)Ie CCTU aKTUBHO BXOJAT B HAIlly )XKU3Hb, MHOTHE JIFOANU pa60Ta}0T H )KUBYT TaM
NOCTOSIHHO, a B Facebook yske 3aperucTpupoBaH MUJUIHAP]] YEIOBEK, YTO SBIISETCS OHOM CeIbMOi
BCceX JKUTeNeH I1aHeThl. MHOTHE MOIb30BaTeN He IIOHHUMArOT, 4YTO I/IH(l)OpMaI_[I/ISI, pasMCIICHHAasA
UMM B COLIMAIBHBIX CETAX, MOXKET ObITh HaliieHa M UCIIOJIb30BaHa KEM YIO/IHO, B TOM YHCIIE HE
00s13aTeNbHO ¢ OaruMu HaMEepEeHUSIMHU.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTH B COMaJIbHBIX CCTAX:

1. Orpannyb criucok Apy3eil. Y Teds B Apy3bsaxX HE JOKHO ObITh CITy4yalHBIX U HE3HAKOMBIX
JIIOACH;

2. 3amumiail cBoro YacTHYIO *Hu3Hb. He ykaspiBail mapomnu, TenedoHsl, ajpeca, 1aTy TBOETO
POXKIIEHHS U APYTYIO JIMYHYIO HHPOPMAIHIO. 30yMBIIUIEHHUKH MOTYT HCIIOIb30BaTh JJaKe
MH(GOPMAIUIO O TOM, KaK Thl U TBOM POJUTENH TUIAHUPYETE MMPOBECTH KAHUKYJIBI;

3. 3amuiiaii CBOIO pemyTaIHio - JEPKU €€ B YUCTOTE U 3a/1aBaii cebe BOMpOC: XoTes ObI ThI,
YTOOBI APYTHUE MOJIH30BATENH BUJIENH, UTO ThI 3arpyxaeiib? [lomgymaii, mpexae yemM 4To-To
OIyOJINKOBAaTh, HAIUCATh U 3aTPY3UTh;

4. Ecnu Tl TOBOpHULIB C JIFOJBMH, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YyH CBOE PEAIBHOE UMS U
JPYTYI0 JUYHYI0 HH(POPMALIMU: UM, MECTO KUTEIbCTBA, MECTO YueObl U IpoUee;

5. U3b6eraii pazmenienus pororpaduii B UHTEpHETE, T/I€ TH M300pa)kKeH HA MECTHOCTH, TIO
KOTOPOM MO>KHO OIIPENEIUTH TBOE MECTOIOJIOKEHHUE;

6. Ilpu peructpanuu B COIMAIBLHON CETH HEOOXOIUMO MCTIONB30BATh CIIOKHBIC ITAPOIIH,
cocrosiire u3 OyKB M UGP U C KOJTMYECTBOM 3HAKOB HE MeHee §;

7. Jnid colnMaabHOM CeTH, MOYThI U JPYTUX CATOB HEOOXOAMMO MCIOIb30BaTh Pa3HbIEe MAPOJIH.
Torga eciu Tebs B37I0OMAIOT, TO 370YMBIIIICHHUKH MOTYYaT JOCTYH TOJIBKO K OTHOMY MECTY,
a He BO BCE Cpa3sy.

DJIeKTPOHHbBIE JeHbI U

DJEKTPOHHBIE JI€HBIU - 3TO OUY€Hb YIOOHBIN COco0 IIaTexe, 0THAKO CYIIECTBYIOT MOIIEHHUKH,
KOTOPBIE XOTAT IOTYYUTh ITU JACHBIHU.

BJ'IGKTpOHHBIe ACHBI'U MMOABUIIUCH COBCEM HEAABHO U MMCHHO M3-3a 3TOI'0 BO MHOTHX IoCyJapCTBax
A0 CUX IOP HE MPOIKMCAHO PO HUX B 3aKOHAX.

B Poccumn ke oHM (DYHKIIMOHUPYIOT M O HUX YK€ MPOMKICAHO B 3aKOHE, TJ€ UX Pa3JesioT Ha
HECKOJIbKO BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, 4TO aHOHMMHBIE - 9TO T€, B
KOTOPBIX pa3peniaeTcsi MpOBOAUTH omepanuu 0e3 HAeHTU(PUKAIUH T0JIb30BAaTENs, a B
HEaHOHMMHBIX UICHTH(HKALIUS TOIb30BaTeNs SIBIsSeTCs 0053aTeIbHOM.

Taxoke cienyer pa3nuyarh JEKTPOHHbBIE (PUATHBIE IEHbI'M (PaBHBI TOCY/IaPCTBEHHBIM BAIIOTaM) U
ANIEKTPOHHbIE He(UaTHbIE JCHbI'H (HE paBHBI TOCYAAPCTBEHHBIM BAIIOTaM).



OcHOBHbBIE COBETHI 110 (€30MaCHOI PadoTe ¢ JIEKTPOHHBIMH IEHbTAMM:

1. IpuBspku K cueTy MOOMIIBHBIHN TenedoH. DTo caMblil YIOOHBIN U OBICTPHIN CIIOCOO
BOCCTaHOBHTD JOCTYI K cueTy. [IpuBs3anHblii TenedoH MOMOXKET, ecly 3a0yAelb CBOI
TJIATEKHBIN MapOoJib WIIM 3alJICIb Ha CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Wcnone3yii onHopas3osble napoinu. [locie nepexoaa Ha yCUIICHHYIO aBTOPU3AIMIO TeOe yxKe
He Oy/IeT yrpoXkarh OMAacHOCTh KPayky WIIM MepexBara IJIaTexHoro napoJis;

3. BriOGepu cnoxHbIi napoins. [IpecTynHukaM Oyaer He MPOCTO yraJaTh CIOKHBIA MapoJlb.
HanexHble maposu - 3To mapoiiu, KOTOpbIe CoAepkKaT He MeHee § 3HAKOB U BKIIIOYAIOT B ce0s
CTPOYHBIE U IPOMHCHBIE OYKBBI, IIM(PBI U HECKOJIBKO CUMBOJIOB, TAKUE KaK 3HAK J10JUIapa,
(dyHTa, BOCKJIMIIATEIBHBIN 3HaK U T.I. Hanpumep, $tROng!;;

4. He BBOIM CBOM JUYHBIE JTaHHBIE HA CaiiTaX, KOTOPBIM HE JI0BEPSIEILIb.

JJIeKTPOHHASA MOYTA

OJEKTPOHHAs M0YTa - 3TO TEXHOJIOTHS U MIPENOCTABISIEMBIE €0 YCIYTH 10 NEPECHUIKE U
MOJTYYEHUIO AJIEKTPOHHBIX COOOIIEHUH, KOTOPbIE pacCIpelesIIOTCs B KOMIIBIOTEpHOI ceTh. OObIYHO
AIIEKTPOHHBIH MOYTOBBIN SAIMIMK BBIIAAUT CIECAYIOIIMM 00pa3oM:
UMs_TOoJb30BaTesi(@uMs_JTIoMeHa. Takke KpoMe nepesjadi MpoCTOro TEKCTa, UMEETCst
BO3MO)KHOCTb IE€peAaBaTh (panibl.

OcHOBHBIE COBETHI MO 0e30MacHOii padoTe C IJIEKTPOHHOM MOYTO¥M:

1. Hano BbIOpaTh mpaBUIIbHBIN MOYTOBBIN cepBUC. B HHTEpHETE €CTh OrPOMHBIN BBIOOD
OecIIaTHBIX [TOYTOBBIX CEPBUCOB, OTHAKO JIYYII€ JOBEPSATH TEM, KOTO 3HACIIb U KTO MEePBbIT
B PEUTHUHTE;

2. He yka3piBaii B TM4HON nourte TMuHy0 nHGopmanuio. Hanpumep, nydie BIOpaTh
"My3bIKaiIbHbIN (aHat@" niam "pox2013" BmecTo "Temal3";

3. HWcnonb3yil AByXATANHYIO aBTOPU3ALMIO. ITO KOTJIa MOMUMO MAPOJIs HY>KHO BBOJAUTH KO/I,
npucbUIaeMbii o SMS;

4. BeiGepu CIOXHBIN Mapoiib. JJIsT KaK10T0 TOYTOBOTO SITHUKA JTOJKEH OBITH CBOM HAJC)KHBIN,
YCTOWYUBBIN K B3JIOMY 1apOJib;

5. Ecam ecTh BOBMOXKHOCTh HAIMMCATh CAMOMY CBOM JINUHBIN BOIIPOC, UCIIOIB3YH ATy
BO3MOXKHOCTB;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIN 411 4aCTHOM MEPENHUCKH C aJpecaTaMH,
KOTOPBIM ThI IOBEPSEIBL. JTO MIEKTPOHHBIN apec HE HAJ0 UCIOIb30BaTh IIPU PETUCTPALMH
Ha ¢popyMax U caiTax;

7. He oTkpsIBail (ailsibl U Ipyrue BIOXKEHUS B IHUCbMaX, Ja)Ke €CIM OHM MPUIILTN OT TBOMX
npyseit. Jlydre yrouHu y HUX, OTIIPABIISUIN JIM OHU TeOe ATH (abl,

8. Ilocne okoHuaHHs pabOTHI HA TOYTOBOM CEPBUCE MeEpell 3aKPHITUEM BKJIAIKH C CAiTOM He
3a0yab HaXXaTh Ha "Bt

Ku0epOy/uIHHT WM BUPTYaJbHOE H31eBaTeIbCTBO

KubepOynnuHr - mpecienoBanrne COOOIMIEHUSIMHU, COJIEPKAIIMMHE O0CKOPOICHUS, arpeCcCHro,
3alyTUBAHUE; XYJUTAHCTBO; COIMATBHOE OOMKOTHPOBAHKE C TIOMOIILIO PA3IMYHBIX HHTEPHET-
CEPBHCOB.

OcHoBHBIE COBeTHI 110 00pbOe ¢ KNOEpOYJNIMHIOM:

1. He Opocaiics B 60ii. Jlyummii cioco0: mocoBETOBAaThCs Kak ce0si BECTH U, €CITM HET TOTO, K
KOMY MOYXHO OOpaTHUThCS, TO BHAaUaje yCIIOKOUThCS. EciaM Thl HaYHEIh OTBEYaTh
OCKOPOJIEHUSIMU Ha OCKOPOJIEHHUS, TO TOJIBKO ellle O0bIIe Pa30iKellb KOHPIINKT;

2. Vnpansaii cBoel kubeppenyTamuei;



3. AHOHMMHOCTH B ceTH MHUMas1. CyIIeCTBYIOT CITIOCOOBI BBISICHUTH, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cToUT BECTH XyJIUTaHCKUI 00pa3 BUPTyaabHOU kU3HU. IHTepHET pukcupyeT Bce TBOU

JEHUCTBUS U COXPAHSET UX. YIAIUTh UX OyAEeT KpaitHe 3aTPYIHUTETHHO;

CoOmrozaii CBOO BUPTYaJIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii equHU4YHBIN Heratus. OHOPA30Bble OCKOPOUTENbHBIE COOOLICHUS JTyUllle
UrHOpHpPOBaTh. OOBIYHO arpeccus mpekpaniaeTcs Ha Ha4yalbHOW CTa/lnu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COITUATTBHBIX CETAX
€CTh BO3MOXKHOCTH OJIOKUPOBKH OTIPABKU COOOIICHUH C OMPENIETICHHBIX aJIpeCOB;

8. Ecnu 161 cBUneTens KOepOyuinara. TBOM ACHCTBUSA: BHICTYITUTH IPOTUB MPECIIEI0BATENS,
I0Ka3aTh €MY, YTO €r0 JICHCTBUSI OLICHUBAKOTCA HETATUBHO, MOAEPKATh )KEPTBY, KOTOPOI
HY>KHa TICUXOJ0rHYecKast IOMOIIb, COOOUTUTH B3POCIBIM O (PaKTe arpecCUBHOIO TOBEACHUS
B CETH.

N

MoOuabHbI TeaeoH

COBpeMeHHBIC CMapT(bOHBI U IJIAaHIICTHI COACPIKAT B ceOe BIOJIHE B3pOCJlBII>'I (b}/HKI_[I/IOHEUI, u
TCIIEPb OHU MOT'YT KOHKYPHPOBATh CO CTAIIMOHAPHBIMU KOMIIBIOTCpaAMHU. O)IHaKO, CpEACTB 3alIUThI
JJIs HOI[O6HLIX YCTpOﬁCTB IIOKa O4YCHb MaJo. TGCTI/IpOBaHI/IC " IOUCK y&ISBI/IMOCTef/’I B HUX
MMPOUCXOANT HE TaK HHTCHCUBHO, KaK JJI HK, TO K€ caMO€ KacaeTcs U MOOMIILHEIX HpI/IJ'IO)KeHI/II\/’I.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl yKe MPAKTUIECKU JOTHAIM HACTOJIbHBIE aHATIOTH, OTHAKO
pacipenre PyHKIIMOHAIa BJIeUeT 32 COOO0M OONBIIYIO CJI0KHOCTh U MEHBIITYIO 3alUIIIEHHOCTb.

Jlanexko He Bce MPOU3BOAMUTENHN BBITYCKalOT OOHOBJICHHUS, 3aKPHIBAIOIINE KPUTHUECKHE YI3BUMOCTH
JUISl CBOMX YCTPOWCTB.

OCHOBHBIE COBETHI JJIA 0€30IMaCHOCTH MOOUIBLHOIO TCJ'IC(I)OHaZ

Huuero He siBnsieTcs mo-HacTosmemMy OecriaTHeiM. bynib ocToposkeH, Beab Korma Tede mpeiararoT
OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO IUIATHBIE YCITYTH,

Jymaii, npexne yem otnpaButh SMS, ¢oto unu Buaeo. Tl TOUHO 3HAEIIb, T1€ OHU OynyT B
KOHEYHOM HUTOTre?

Heo6xoammo 0OHOBIIATH OMEPAIMOHHYIO CHCTEMY TBOETO cMapTdoHa;
Vcnionb3yit aHTUBUPYCHBIE MIPOTPAMMBI /171 MOOMJIBHBIX TEIE(OHOB;

He 3arpy>1<a171 IPHUITOXKCHUA OT HEM3BECTHOIO MCTOYHUKA, BE/Ib OHU MOT'YT COACPKATh BPEJOHOCHOC
porpaMMHOE 00ecreyeHHE;

[Tocne Toro Kak Thl BHIHCIIB C caiiTa, IJie BBOAWI JIMUHYIO HHPOPMAIINIO, 3ai/I1 B HACTPOIKHU
Opaysepa u yaanu cookies;

Ilepunonnyecku npoBepsii, KAKUE IUIATHBIE YCIYyTM aKTUBUPOBAaHBI HA TBOEM HOMEpE;
JlaBaii cBoif HOMEp MOOHMIIBHOTO TeJe(OHa TOIBKO JIFOASIM, KOTOPBIX Thl 3HACIIb U KOMY JIOBEPSICIIb;

Bluetooth nomken ObITh BBIKIIIOUEH, KOTJa Tl UM He MoJb3yenbes. He 3a0bIBail MHOTa IPOBEPSATH
3TO.

Online urpst

CoBpeMeHHbIE OHJIAH-UTPHI - ATO KPACOYHBIE, 3aXBaTHIBAIOIINE Pa3BICUCHUS, 00HETUHSIIONINE
COTHH THICSY YEJIOBEK 10 BceMy MUpy. UTpoku ucCleayroT TaHHbIH UM MUP, OOIIAIOTCS APYT C
JIPYTOM, BBITIOJHSIIOT 33/1aHUS], CPAXKAIOTCSI C MOHCTPAMU U TOJIYYarOT OIBIT. 32 YAOBOJIbCTBUE OHU
TJIATAT: MMOKYTAKOT JUCK, OTUTAYMBAIOT A00OHEMEHT WJIM TPUOOPETAIOT KaKKe-TO OIIIUH.

Bce atn CpeaAcTBa UAYT HAa NOAACPIKAHUC U PA3SBUTHUC UI'PBI, @ TAKIKC Ha CaMy 0€30I1aCHOCTb:



COBEPILEHCTBYIOTCS CUCTEMBI aBTOPU3ALINH, BBIITYCKAIOTCSI HOBBIE MaT4M (LM(POBbIE 3a1IaTKy IS
IIPOrpaMM), 3aKpbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO,[[O6HBIX HUrpax CTOUT OIlacarbCs HC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPAa’KU TBOCTO
napoJisa, Ha KOTOPpOM OCHOBAaHa CUCTEMA aBTOpHU3allun OONILIITMHCTBA urp.

OcHOBHBIE COBETHI 10 0€30IIACHOCTH TBOET0 HI'POBOIo aKKayHTa:

1. Ecnu npyroii urpok BeAeT cedsl MI0X0 WK CO3/1aeT Te0e HEMPUATHOCTH, 3a0JIOKUPYH €ro B
CIHCKE UTPOKOB;

2. Iloxanylicsa aIMAHUCTPATOPaM UIPHI Ha TUIOXOE TIOBEICHUE 3TOTO UTPOKA, KEIATEIbHO

NPUIOKUTH KaKUe-TO JOKA3aTeIbCTBA B BU/I€ CKPUHOB,;

He ykaspiBaii nrunyto HHGOpMaIHio B mpodaiisie urpsl;

VYBakail Ipyrux y4acTHUKOB IO UTPE;

He ycranaBnuBail HeopumanbHbIe TaTIYH U MOJIBI;

Hcnonb3yii croxkHbIe U pa3HbIe MApOIIH;

Jlaxxe BO BpeMsi HTPBI HE CTOUT OTKITIOYATh aHTHBHUPYC. [1oka ThI HTpaeib, TBOH KOMITBIOTED

MOTYT 3apa3HTh.

Nk Ww

OumyHT WA Kpaxka JUYHBIX JTaHHbIX

OOBIYHOM KpaXkel JeHeT U IOKyMEHTOB CETOHS YK€ HUKOTO HE YIUBHUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTHI 3JIOYMBINUICHHUKH ITEPEMECTHIINCH B UHTEPHET, M MPOODKAIOT 3aHUMAThCS
"1I0OUMBIM" JIEJIOM.

Tax nosiBUIach HOBasl yrpo3a: HHTEPHET-MOILIEHHUYECTBA WK (DUILIMHT, TIIaBHAS LIE]Ib KOTOPOTO
COCTOMT B MOJIyY€HUH KOH(UCHIIMATBHBIX JaHHBIX MTOJIb30BaTeleH - TOTMHOB U napoieil. Ha
aHmmiickoM s3bike phishing unraercs kak ¢umusr (ot fishing - peiOHas noBis, password -
11aposib).

OcHoBHBbIe coBeThI 110 0opb0e ¢ GUIIMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiu ThI moj1o3peBaeliib, 4To TBOSI aHKeTa Oblila B3JIOMaHa, TO
Heo0X0MMO 3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca 00 3TOM Kak
MOKHO CKOPEE;

2. Ucnonp3yii OezonacHble BeO-CaliThl, B TOM YHCIIE, MHTEPHET-Mara3uHoB U MOMCKOBBIX
CHUCTEM;

3. Ucnonw3yii ClIOKHBIE U pa3HbIe Mapoyd. TakuM 00pa3oM, eciiv TeOs B3IOMAOT, TO
3JI0yMBIIIUIEHHUKH TTOJTy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY IPOHIIIO B CETH, a HE KO
BCEM;

4. Ecnu Tebs B30Mau, TO HEOOXOAMMO MPEeayNPEeTUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE

no0aBieHbl y TeOs B APYy3bsAX, O TOM, YTO TeOs B3JIOMAJIM U, BOBMOXKHO, OT TBOETO UMEHU

OyZieT pacchbUIaThCs CIIaM U CCBUIKHM Ha (DPUILIMHTOBBIE CANTHI;

YcranoBu HaaexHbIH napoib (PIN) Ha MoOUIBHBIN TenedoH;

OTxII04M coXpaHeHue napods B Opaysepe;

7. He oTkpsiBaii aitiasl U Apyrre BIOKEHUS B TUChMAaX, IaXKe €CJIM OHU MPHUIIUIA OT TBOUX
npy3ei. Jlyuiie yTo4HH y HUX, OTHPABIISIIN JIM OHU TeOe 3TU (ailibl.

AN

Hudposas penyranus

[{udposas pernyTanus - 3T0 HETaTUBHAS WU MMO3UTHBHAs HHPOPMAIUS B CETH O Tebe.
Kommpomerupytomiast uHpopmaiiys, pasMenieHHas B MHTEpHETE, MOJKET CEpbe3HbIM 00pa3oM
OTpa3UThCs Ha TBOEH peanbHOM >ku3HU. "Lludposas penyranus" - 3T0 TBOM UMUK, KOTOPBII
dbopmupyetcs u3 uHGpopmanuu o Tede B UHTEPHETE.



TBoe MecTO KUTCIILCTBA, y‘-IC6BI, TBOC (I)I/IHaHCOBOC TIOJIOKCHHUC, 0COOCHHOCTH XapakKTepa u
paccka3bl O OJNM3KHX - BCE 9TO HAKAINIMBAETCS B CETH.

MHorue noApoCTKH JETKOMBICIIEHHO OTHOCSTCS K MyOIuKauu JHYHoH nHdopmarnuu B MHTEpHETE,
HE TIOHUMasi BO3MOXHBIX 1ociencTBU. Thl Jaske HE CMOXKENIb 10TagaTbest O TOM, 4To dotorpadus,
pasMeleHHas 5 JIeT Ha3a/l, cTaja MPUYMHON OTKa3a NMPUHATH TeOs Ha paboTy.

KomMmeHnTapuu, pazmenienne TBoux ¢pororpaduii u qpyrue AeMCTBHUsI MOTYT HE UCUE3HYTh Jaxe
1ocyie TOro, Kak Thl UX yAanuIib. Thl HE 3HAEIIb, KTO COXPaHHJI 3Ty HH(POPMALUIO, 1ToMasa JIM OHa B
MIOVCKOBBIE CUCTEMBI U COXPAHMJIACH JIM OHA, a IIABHOE: YTO MOAYMAIOT O TeOe OKPYKAIOIIHE JFOIH,
KOTOpbIE HAWAYT U yBUJAT 3T0. Haiiti nH}OopMaIiio MHOTO JIET CITyCTsI CMOXKET JIF00OH - Kak u3
JTO0OpBIX MOOYKEHUI, TaK U ¢ HAMEPEHUEM PUYUHUTD Bped. DTO MOXKET OBITh KTO YTOIHO.

OcHoBHBIC COBeTHI N0 3amuTe HUGPOBON penyTanuu:

1. Iomymaii, mpex e yeM uTo-To MyOIMKOBaTh U NepeaaBarh y ceOs B O0re Ui B
COILIMAJIbHOM CETH;

2. B Hactpoiikax npo¢uiisi yCTaHOBH OTpaHUYEHHUSI HAa POCMOTP TBOETO MpOoUIIs U €ro
COZEPKUMOTO, ClIeail ero ToNbKo "uIst Ipy3en";

3. He pasMemaii u He yka3biBail HHOOPMAIIHIO, KOTOPAst MOXKET KOTO-JIMO0 OCKOPOJISATh WU
O0MXaTh.

ABTOpCKOE NIPaBO

CoBpeMeHHbIE MKOIFHUKU - aKTHBHBIC TIOJIB30BaTeH U(PPOBOTO MpocTpaHcTBa. OQHAKO TaJIEKO
HE BCE 3HAIOT, YTO MOJIb30BaHHE MHOTUMHU BO3MOKHOCTSIMH ITU(POBOTO MHUpa TPeOyeT COOMIOICHUS
MPaB Ha UHTEIJIEKTYaIbHYI0 COOCTBEHHOCTD.

TepmuH "uHTENIEKTyanbHasi COOCTBEHHOCTh'" OTHOCUTCS K Pa3IMUHBIM TBOPEHUSM YEJIOBEUYECKOTO
yMa, HAYMHAas C HOBBIX W300pEeTEeHU U 3HAKOB, 0003HAYAIOIIMX COOCTBEHHOCTh HAa MPOIYKTHI U
YCIIyTH, ¥ 3aKaH4YKMBasi KHUTaMH, poTorpa@usimMu, KHHOQUIEMaMU U My3bIKaJIbHBIMU
IIPOU3BEACHUSMH.

ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS HayKH,
JUTEPATypbl U UCKYCCTBA. ABTOPCKHE ITpaBa BBICTYIAIOT B KAYE€CTBE FapaHTUH TOTO, YTO
MHTEJJIEKTYaIbHBINA/TBOPUYECKUI TPy aBTOpa HE Oy/eT HampacHbIM, AaCT €My CIIpaBeAIUBbIE
BO3MO)KHOCTH 3apa00TaTh Ha pe3y/IbTaTax CBOEro Tpy/a, MOJYYUTh U3BECTHOCTh U NPU3HAHUE.
Huxkro Ge3 paspelieHus aBTopa HE MOXKET BOCIIPOM3BOANUTD €r0 MPOU3BEACHUE, PACIIPOCTPAHSATH,
nyOJIUYHO IEMOHCTPUPOBATH, IPOAABATh, UMIIOPTUPOBATH, ITyCKaTh B MPOKAT, IyOINIHO
UCIIOJIHS T, TOKA3bIBAaTh/UCTIONHATh B 3dupe WiK pazMeniats B HTepHeTe.

Hcnonp3oBanue "muparckoro” mporpaMMHOT0 00ecriedeHrs MOXKET IMPUBECTH K MHOTUM PHUCKaM:
OT MOTEPH JIaHHBIX K TBOMM aKKayHTaM JI0 OJIOKHPOBKH TBOETO YCTPOWCTBA, I7I€ YCTaHOBJIECHA
HelerajgbHas nmporpamma. He cTouT Takke 3a0bIBaTh, YTO CYILIECTBYIOT JIeTaIbHbIE U OeCIUIaTHbIE
IIPOrpaMMBbl, KOTOPbIE MO)KHO HAlTH B CETH.

O noprane

CereBHuOK.p( - TBOM ITIaBHBIA COBETUUK B CETH. 3/1€CHh Thl MOXKEIIb Y3HATh O O€30MMACHOCTH B CETH
MOHSATHBIM M JJOCTYIIHBIM SI3bIKOM, a IIPH BO3HUKHOBEHWU KPUTUUECKOW CUTYyalluu OOpaTUTHCS 3a
COBETOM. A TaK)Ke MPUHATH y4acTHE B KOHKYpPCaX U CTaTh CaMbIM LU(POBBIM I'paxTaHUHOM!
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